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environment

User Manual for the login
via an external network with a corporate device
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Additional Information on the New Environment

IMPORTANT NOTICE!
DO NOT run the new portalin a CDA environment.

The login via OTP has undergone a minor change, your CHALLENGE code is not automatically
copied to the clipboard, it needs to be overwritten manually. Your generated OTP code is still
automatically copied to the clipboard, and you can use the CTRL+V shortcut to enter it into the
portal.

CAUTION! Use the Chrome browser to access the new portal / Apple users, use the Safari
browser. Other browsers may be used as well, but they are not fully supported.

Restrictions are applied for copying data between the CDA and local device per established
company policies and rules.

The new CDA portalno longerincludes the files and documentsto print features. Ifthe old CDA
server did not feature its appropriate driver for a private printer, and the Citrix Universal Printer
driver was not sufficient either, the users could use the documents to print feature. This
functionality is no longer enabled on the new server for security reasons. The HP and RICOH print
drivers are currently available on the new portal. This offer for private printers will be further
expanded.

External network device login procedure

Using your Chrome (Safari for Apple users), enter the address moje.generaliceska.cz

ejte hledany vyraz
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Enter the address moje.generaliceska.cz

Nova karta X - o b

A
C @ moje generaliceska.cz o :

Google

=

Q,  Hiedejte na Googlu nebo zadejte adresu URL

# Personalizovat

Enter your user name

NetScaler AAA x +

< cC @ moje.generaliceska.cz/logon/LogonPoint/tmindex.html

Portal CDA/VDI - PrihlaSeni / Login

UZIVATELSKE JMENO:

Zadeﬁe uZivatelské jménc

Prihlasit >

F/=_ GENERALI
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Podpora / Support
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New users are prompted to change their OneTimePass PIN the first time they log in.

When logging in for the first time, you must enter the PIN in the OneTimePass, which is listed together
with the activation code in an email sent from the Helpdesk.

Pfistup k portalu moje.generaliceska.cz pomoci visionapp OneTimePass
o helpdesk.info@cpoj.cz € Odpovédét % Odpovédét viem —» Preposlat aee

Komu Marek Jini £t 06.05.2021 13:34

Vase pristupové Gdaje k portalu moje_generaliceska.cz pro visionapp OneTimePass klienta, odkaz oteviete na pocitaci nebo
mobilnim zafizeni, kde mate nainstalovany OneTimePass klienta. Navod a potfebné aplikace naleznete na adrese
https://www.generaliceska.cz/instalacni-soubory .

UzZivatelské jméno: JiMarek@cpas.cz
PIN: bxasrp

Aktivaéni kod:

"https:{/czcscisaldl cpas cz/vSLDmzServices/vOTPAuthGuilvOTPActivation php?
ID=MFRWRIMyNjd&SmINYXJla0BjcGFzLmNG6fF dpbnxKQzFva3g0cXlVMzhJb0hal 1REWVg5cUNObjcOR2FM3JDVY 1cyt3
YiRXOWinOEJIQIVpeitlyVUxhW GpKSWREFCsOMJADNY 2NzcbNzd8aHROcHMGELy9jemMNzY 2IzY TMxL mMwY XMuY JovdINMR

G16U2VydmlpZ XMvU21henRDbGlIbnRBdXRol 1NTYXJ0Q2xp/W50QXV0aCowaHB8/FMzeXJol 2thOXo3V2NYMHICEFve
GB5YUdGUUYzcESESFVgK2E 3NkxGbz (0% 3d"

Mas profesionalni tym podpory je Vam k dispozici na telefonu a mailu.
Kontaktujte nas na telefonnim cisle: +420 466677977 nebo na e-mailové adrese: helpdesk@generaliceska.cz .

OneTimePass — bt

CESKA
Soubor  Okno 7 Mpn”gfwna

= XEXEXEX

Zadejte Vas PIN:
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Enter CHALLENGE code. CAUTION, the code must be overwritten manually.

CDA Portal x 4 o -
C # moje.generaliceska.cz/logon/LogonPoint/tmindex.html r © » 2
Portal CDA/VDI - Prihlaseni / Login
@ CHALLENGE CODE: 68409727
VLOZTE VYGENEROVANY OTP KOD
& OneTimePass —_ x
Soubor  Okno 7 CESKA
Zadejte CHALLENGE:

Myni pouzivate 1D: JiMarek@ cpas. @

F/=" GENERALT
S CESKA POJISTOVNA

o}
|
o

N8 8. 5., IC0: 452 72 966

Podpora / Support
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Enter your OTP code, you can use the CTRL+V buttons.

&) OneTimePass - 4
Soubor Okno 7 @ SE’?IE{\TOVN&
(i) CHALLENGE CODE: 27625431 Ly  VasehesloOTP:
(Je takeé ve schrance)
VLOZTE VYGENEROVANY OTP KOD ED77ED38

Nyni pouZivate ID: AGotzova@cpas.cz

Odeslat >

Enter your domain password.

<« C @& moje.generaliceska.cz/logon/LogonPoint/tmindex.html

Portal CDA/VDI - Prihlaseni / Login

PRIHLASOVACI UDAJE / ENTER CREDENTIALS

UZIVATELSKE JMENO:

agotzova

HESLO:

Pfihlasit se >

SY=_" GENERALI __
S CESKA POJISTOVNA

Podpora / Support

User Manual | HELPDESK GENE RALI CESKA POJISTOVNA 6113



O GENERALL
B2k CESKA POJISTOVNA

Never save your passwords.

* K%

UloZit heslo?

UZivatelské jméno

Heslo = ssssssss - ©

After entering the domain password the prompt ,,NEW PIN:“ is displayed. The system is required to

entera new PIN, which must be exactly 6 characters. If youenter alonger PIN, the access will be
revoked.

The PIN can contain lowercase, uppercase letters, numbers, or a combination of both.

— [m] s
Bez nézvu x CDA Porta x + Q

(& @ moje.generaliceska.cz/logon/LogonPoint/tmindex.html| w O »

Portal CDA/VDI - Prihlaseni / Login

() NEW PIN:

VLOZTE VYGENEROVANY OTP KOGD

/=" GENERALL
S, CRSKA POTISTOVNA

Pedpora / Support
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Enter new PIN again.

B
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Bez ndzvu X CDA Portal x + [~ ] - = .
& @ mojegeneraliceska.cz/logon/LogonPoint/tmindex.html W Eb » =
Portal CDA/VDI - Prihlaseni / Login
(i) CONFIRM PIN:
VLOZTE VYGENEROVANY OTP KOD
$T= GENERALI __
2 el CESKA POJISTOVNA
Podpora / Support .
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You will be prompted to log in again, where you are required to enter your username again.

NetScaler AAA x +

€« C @ mojegeneraliceska.cz/logon/LogonPoint/tmindex html

Portal CDA/VDI - Prihlaseni / Login

UZIVATELSKE JMENO:

Zadejte uzivatelské jméno

Prihlasit >

Fr=" GENERALL __
. CESKA POJISTOVNA

Podpora / Support

After entering it, you also need to log in again with a new PIN to OneTimePass, and this is done by
closing the existing OneTimePass window with a cross in the upper right and restarting it, or by
clicking the Reset button, see the picture.

& OneTimePass — >

CESKA
Okno 1 POjISTOVNA

Soubar

Vase heslo OTP:

(Je také ve schrance)

0B821DA1

Myni pouZivate 1D JiMarek@cpas.cz
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Enter new PIN.

& OneTimePass — ot

CESKA
Soubor  Okno 7 POJISTOVHA

~

Myni pouZivate |D: liMarek@ cpas.cz

Zadejte Va3 PIN:

Enter CHALLENGE code. CAUTION, the code must be overwritten manually.

CDA Portal X  + o = O X
C # moje.generaliceska.cz/logon/LogenPoint/tmindex.html w © » 2
Portal CDA/VDI - Prihlaseni / Login
(D CHALLENGE CODE: 68409727
VLOZTE VYGENEROVANY OTP KGD
& OneTimePass —_ Y

CESKA
Soubor  Okno 7 z
POJISTOVNA
Odeslat > m

== Zadejte CHALLENGE:

a | |
.. i

Myni pouZivate ID: JiMarek@cpas.z

~ GENEBALI __
x CESKA POJISTOVNA

© Generall Ceskd pofiStovns a. 5., 160: 452 72 868

Podpora / Support
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Enter your OTP code, you can use the CTRL+V buttons.

&) OneTimePass — 4
Soubor Okno 7 @ EE’?I'%OVN&
(i) CHALLENGE CODE: 27625431 -" ‘J’af’f"“bmp‘
(Je také ve schrance)
ETTITH
VLOZTE VYGENEROVANY OTP KOD . ED77ED38

Nyni pouZivate ID: AGotzova@cpas.cz

Odeslat >

Enter your domain password.

CDA Portal x  +

&« C # moje.generaliceska.cz/logon/LogonPoint/tmindex.html

Portal CDA/VDI - PfihlaSeni / Login

USER NAME
Enter user name

Y= GENERALI
B3 CHSKA PONISTOVNA

Podpora / Support

Enter your user name
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At the next step, the EPM plug-in performs a regular control. You will have to wait till the end of the
automatic countdown.

CDA Portal X +

<« C & moje.generaliceska.cz/logon/LogonPoint/tmindex.html

Portal CDA/VDI - PrihlaSeni / Login

Please log on

Citrix Gateway End Poirt Analysis

Skip Check >

OV GENERALL __
Eﬁ- CESKA POJISTOVNA

Podpora / Support

Wait while loading.

ciTrx

Receiver
'8
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Torun the CDA portalin its full version (so-called “thick client”) uncheck I agree with the Citrix license
agreement (Souhlasim s Citrix license agreenent), agreement with the license terms, and the
Already installed (JiZ instalovano) option.

Chvili strpenti, probiha kontrola instalace Receiveru.

Pokud bude Receiver detekovan uvidite b&hem par vtefin okno. Vyberte
prosim Spustit Aplikaci.

5 Pokud se neobjevi Zadné okno, pokracuijte ke stahovani.
CITRIX

Receiver M Soulasims

To launch the CDA desktop, click on the selected desktop - Open - open the downloaded .ica file.

@ Citrix Receiver X  + - a

<« C @ mojegeneraliceska.cz/Citrix/CitrixWeb/ & e

o

DoMl \PLIKACH DESKTOFY

= GENERALI
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Desktopy

Vie (1) Oblibené (0)

Desktop 2016
Office2013 STD

~

Desktop 2016 Office2013 STD

Akce I Popls:
T Pfidat k oblibenym .
O Restart

P MTedany viraz
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