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Additional Information on the New Environment 

IMPORTANT NOTICE!  

 DO NOT run the new portal in a CDA environment. 

 The login via OTP has undergone a minor change, your CHALLENGE code is not automatically 
copied to the clipboard, it needs to be overwritten manually. Your generated OTP code is still 
automatically copied to the clipboard, and you can use the CTRL+V shortcut to enter it into the 
portal. 

 CAUTION! Use the Chrome browser to access the new portal / Apple users, use the Safari 
browser. Other browsers may be used as well, but they are not fully supported.  

 Restrictions are applied for copying data between the CDA and local device per established 
company policies and rules. 

 The new CDA portal no longer includes the files and documents to print features.  If the old CDA 
server did not feature its appropriate driver for a private printer, and the Citrix Universal Print er 
driver was not sufficient either, the users could use the documents to print feature. This 
functionality is no longer enabled on the new server for security reasons. The HP and RICOH print 
drivers are currently available on the new portal. This offer for private printers will be further 
expanded. 

 

External network device login procedure 

 

Using your Chrome (Safari for Apple users), enter the address moje.generaliceska.cz 
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Enter the address moje.generaliceska.cz  

Enter your user name 
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New users are prompted to change their OneTimePass PIN the first time they log in.  

When logging in for the first time, you must enter the PIN in the OneTimePass, which is listed together 
with the activation code in an email sent from the Helpdesk. 
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Enter CHALLENGE code. CAUTION, the code must be overwritten manually. 
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Enter your OTP code, you can use the CTRL+V buttons. 

 

 

 
Enter your domain password. 
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Never save your passwords. 
 

 

 

 

 

 

 

 

 

  

 

 

After entering the domain password the prompt „NEW PIN:“ is displayed. The system is required to 
enter a new PIN, which must be exactly 6 characters. If you enter a longer PIN, the access will be 
revoked. 

The PIN can contain lowercase, uppercase letters, numbers, or a combination of both.  
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Enter new PIN again. 
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You will be prompted to log in again, where you are required to enter your username again.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

After entering it, you also need to log in again with a new PIN to OneTimePass, and this is done by 
closing the existing OneTimePass window with a cross in the upper right and restarting it, or by 
clicking the Reset button, see the picture. 

 

 

 

 

 

 

 

 



 

User Manual | HELPDESK GENERALI ČESKÁ POJIŠŤOVNA   10 | 15 

Enter new PIN. 

 

 

 

Enter CHALLENGE code. CAUTION, the code must be overwritten manually. 
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Enter your OTP code, you can use the CTRL+V buttons. 

 

 

 

Enter your domain password. 
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Upon your first login, you will be prompted to download the EPA (Citrix Gateway End Point 
Analysis) identification plugin. Click the Download button. During your subsequent logins at this 
location, wait for the automatic countdown and portal loading completion. 

 

 

 

 

 

 

 

 

 

 

 

 

 

The downloaded plugin will appear in the bottom bar of your browser as an .exe file. Click on it. 

 

 

 

 

Enter Yes, and allow the application to make changes to your device.  
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Note: Only users with local administrator rights 
may complete the installation. 

 

Press the Install button. Let the installation complete. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Click on Finish to finish the installation.  
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Wait while loading. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To run the CDA portal in its full version (so-called “thick client”) uncheck I agree with the Citrix license 
agreement (Souhlasím s Citrix license agreenent), agreement with the license terms, and the 
Already installed (Již instalováno) option. 
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To launch the CDA desktop, click on the selected desktop - Open - open the downloaded .ica file. 

 


